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Abstract

Static DHT topologies influence important features of
such DHTs such as scalability, communication load balanc-
ing, routing efficiency and fault tolerance. Nevertheless, it is
commonly recognized that the primary difficulty in design-
ing DHT is not in static DHT topologies, but in the dynamic
DHT algorithm which adapts various static DHT topolo-
gies to a dynamic network at Internet. As a direct conse-
quence, the DHT community has been paying more atten-
tion to the dynamic DHT algorithm design, resulting in a
variety of DHT systems lacking of a common view for anal-
ysis and interoperation.In this paper we reiterate the im-
portance of static DHT topologies in the DHT system de-
sign by analyzing and classifying current DHTs in terms
of their static topologies based on a grouptheoretic model:
Cayley graphs. We show that most of current DHT propos-
als use Cayley graphs as static DHT topologies, thus tak-
ing advantage of several important Cayley graph proper-
ties such as vertex/edge symmetry, decomposability, opti-
mal fault tolerance and hamiltonicity. We observe that sev-
eral non-Cayley-graph based DHT proposals such as Ko-
orde/D2B/Distance Halving and Pastry/Tapestry also rely
on techniques in their dynamic DHT algorithm design try-
ing to imitate desirable Cayley graph properties. Based on
Cayley graphs, we propose the class of Cayley DHTs as a
unified group-theoretic model for investigating DHTs from
a graph theoretic perspective. The significance of Cayley
DHTs is in their explicit inspiration to a uniform dynamic
DHT algorithm design, which can directly leverage alge-
braic design methods thus is able to generate sets of high-
performance DHTs adopting various Cayley graph based
static DHT topologies but still sharing the same dynamic
DHT algorithm.
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1. Introduction

P2P (Peer–to–Peer) systems are generally characterized by
the lack of centralized control or hierarchical organization.
A critical research issue in such distributed systems is the
lookup problem, namely, how to “find any given data item
in a large P2P system in a scalable manner” [4]. Looking
up data in early file sharing P2P systems such as Gnutella
or Freenet is not scalable. These P2P systems are mostly
based on unstructured content delivery overlay networks, in
which the lookup method is either flooding (the query is
broadcast to all neighbors) or random walking (the query
is forwarded to randomly chosen neighbors until the object
is found) [19]. As neither method can guarantee data loca-
tion, or ensure that querying terminates once the data are
located, or prevent one node from receiving the same query
several times, looking up data in such unstructured P2P sys-
tems becomes increasingly hard with growing network size.

To address the lookup problem, new types of P2P systems
using structured content delivery overlay networks have
been proposed, which use distributed hash tables (DHTs)
as underlying design concept. DHTs provide strictly con-
trolled network topologies to organize data and computing
nodes, in which data placement and lookup algorithms are
precisely defined based on a DHT data structure [4]. Data
items are associated with keys, and each node is responsi-
ble for storing a certain range of keys. Data lookup in DHTs
is based on key lookup. As dynamic DHT algorithms build
upon static DHT topologies which allow any data item to be
located using a bounded number of routing hops (based on
small per–node routing tables), data lookup in DHTs is scal-
able.

In practice, DHT design often starts with the decision for
an appropriate static DHT topology with good properties
regarding node location, and then adopts and decides on
static DHT topology properties such as the network diame-
ter (number of hops needed to get a message from source to



destination) or network degree (number of neighbors with
which a node maintains continuous contact) as crucial cri-
teria to measure DHTs. The static DHT topologies em-
ployed actually influence important features such as scal-
ability, communication load balancing, routing efficiency,
fault tolerance, and proximity. Nevertheless, it is commonly
recognized that the primary difficulty in designing DHT is
not in static DHT topologies, but in the dynamic DHT al-
gorithm which adapts various static DHT topologies to a
dynamic network at Internet. As a direct consequence, the
DHT community has been paying more attention to the dy-
namic DHT algorithm design, resulting in a variety of DHT
systems lacking of a common view for analysis and inter-
operation. In this paper we reiterate the importance of static
DHT topologies in the DHT system design by analyzing
and classifying current DHTs in terms of their static topolo-
gies based on a grouptheoretic model: Cayley graphs [1].
We propose the class of Cayley DHTs as a unified group-
theoretic model for investigating DHTs from a graph theo-
retic perspective. The paper builds upon previous results for
(static) symmetric interconnection networks and graph the-
ory, and brings these together in a unifying framework for
current DHT designs. The significance of Cayley DHTs is
in their explicit inspiration to a uniform dynamic DHT algo-
rithm design, which can directly leverage algebraic design
methods thus is able to generate sets of high-performance
DHTs adopting various Cayley graph based static DHT
topologies but still sharing the same dynamic DHT algo-
rithm.

The remainder of this paper is structured in the follow-
ing way. In Section 2 we provide the overview of current
DHT proposals and corresponding static DHT topologies
employed. In Section 3 we prove that most of current DHT
proposals are Cayley DHTs using Cayley graphs as static
DHT topologies. In Section 4 we associate Cayley graph
properties with DHT system features and further provide
insight into current DHTs in terms of our unified analytical
framework. In Section 5 we discuss several major results we
have arrived at and sequentially provide clear guidelines for
the future DHT design. In Section 6 we present several re-
lated work to our research. In Section 7 we highlight the
significance of Cayley DHTs as concluding remarks.

2. DHTs and Static DHT Topologies

Current DHT proposals use a variety of static topologies to
structure their content delivery overlay networks. The fol-
lowing table lists several DHT systems and their static DHT
topologies.

DHTs and Static DHT Topologies
DHTs static topology (av.) degr. diameter

HyperCup hypercubes O(log N) O(log N)
Chord ring graphs O(log N) O(log N)

Pastry/Tapestry Plaxton trees O(log N) O(log N)
Viceroy butterfly O(1) O(log N)
Cycloid cube conn. cycles O(1) O(d), N = d · 2d

Koorde/D2B de Bruijn O(1) O(log N)
DistanceHalving k-base de Bruijn O(k) O(log N/ log k)

CAN d-dim. torus O(d) O(d · N1/d)

Two important characteristics of DHTs are network degree
and network diameter. As DHTs are formed and maintained
completely on the fly through dynamic DHT algorithms,
high network degree means that joining, leaving and fail-
ing nodes affect more other nodes. Based on network de-
gree, we group static DHT topologies into two types: non–
constant degree DHT topologies, whose network degree in-
creases (logarithmically) with the number of nodes in the
network, and constant (average) degree DHT topologies,
whose network degree stays constant even when the net-
work grows. Consequently, DHTs can be classified into
non-constant degree DHTs such as HyperCup(hypercubes),
Chord (ring graphs), Pastry/Tapestry (Plaxton trees), etc.,
and constant degree DHTs such as Viceroy (butterfly), Cy-
cloid (cube connected cycles), Koorde/D2BDistance Halv-
ing (de Bruijn) and CAN (tori)1.

Though this classification is certainly useful, the listed DHT
topologies seem to have nothing more in common. Each
topology exhibits specific graph properties resulting in spe-
cific DHT system features. Consequently, DHTs have so far
been analyzed comparing individual systems, without a uni-
fied analytical framework which allows further insight into
DHT system features and DHT system design.

The unified analytical framework discussed in this paper
– Cayley DHTs – allows us to compare DHT topologies
on a more abstract level and characterizes common fea-
tures of current DHT designs. In a nutshell, we will show
that most current static DHT topologies such as hyper-
cubes, ring graphs, butterflies, cube-connected cycles, and
d-dimensional tori fall into a generic group-theoretic model,
Cayley graphs, and thus can be analyzed as one class. These
Cayley graph based DHTs (hereafter Cayley DHTs), in-
cluding both non-content degree DHTs and constant de-
gree DHTs intentionally or unintentionally take advantage
of several important Cayley graph properties such as ver-
tex/edge symmetry, decomposability, good connectivity and
hamiltonicity to achieve DHT design goals such as scalabil-
ity, communication load balancing, optimal fault tolerance,
and routing efficiency. Several non-Cayley DHTs also uti-
lize techniques in their dynamic DHT algorithms that try

1 Distance Halving and CAN can be viewed as adjustable, constant de-
gree DHTs since their network degrees depend on the network dimen-
sion



to imitate desirable Cayley graph properties, again show-
ing the close relationship between Cayley graph properties
and desirable DHT system features.

3. Cayley DHTs — A Group-Theoretic Model
for Analyzing DHTs

3.1. Groups and Cayley Graphs

Cayley graphs were originally proposed as a generic group-
theoretic model for analyzing symmetric interconnection
networks [1]. The most notable feature of Cayley graphs
is their universality. Cayley graphs embody almost all sym-
metric interconnection networks, since every vertex transi-
tive interconnection network can be represented as the quo-
tient of two Cayley graphs [30]. They represent a class of
high performance interconnection networks with small de-
gree and diameter, good connectivity, and simple routing al-
gorithms.The following paragraphs give the formal defini-
tions of groups and Cayley graphs.

Definition 1 A group is a pair Γ := (V, ·) such that V is a
(nonempty) set and · : V × V −→ V maps each pair (a, b)
of elements of V to an element a · b of V with a · (b · c) =
(a ·b) ·c for all a, b, c ∈ V , such that there exists an element
1 ∈ V with the following properties:

(i) e · a = a for all a ∈ V and

(ii) for every a ∈ V , there exists some b ∈ V with b · a = 1.

1 is the unique element having properties (i) and (ii). It is
called the neutral element of Γ, and a · e = a holds for all
a ∈ V . b as in (ii) is uniquely determined by a and is called
the inverse of a, written as b = a−1. It is the unique ele-
ment b for which a · b = 1 holds. If a · b = b · a holds
for all a, b ∈ V then Γ is called an abelian group. This
is usually expressed by additive notation, i. e. by writing
Γ = (V, +), 0 for the neutral element, and −a for the in-
verse of a. Groups are fundamental objects of mathemat-
ics, and the foundation for Cayley graphs. We will see sev-
eral examples for them, based on the the following defini-
tion.

Definition 2 Let Γ := (V, ·) be a finite group, 1 its neu-
tral element, and let S ⊆ V − {1} be closed under in-
version (i. e. x−1 ∈ S for all x ∈ S). The Cayley graph
G(Γ, S) = (V, E) of (V, ·) and S is the graph on V where
x, y are adjacent if and only if xy−1 ∈ S.

We can also define directed versions of this concept, which
are obtained by omitting the symmetry condition S−1 = S
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Figure 1. 3-dimensional binary hypercube

to S. The condition 1 6∈ S keeps Cayley graphs loopless.
Note that Cayley graph are sometimes called group graphs.
For some historical notes of these definitions, see [17].

3.2. Non-constant Degree Cayley DHTs

HyperCup [31] Though HyperCup itself is not a DHT sys-
tem, it is a topology for structured P2P networks which
could also be used for DHT design, and which represents an
important type of Cayley graphs, hypercubes. So far there
are no DHTs which use pure hypercubes as static DHT
topologies, even though some literature (i.e. [32, 16]) ar-
gue that Pastry/Tapestry and Chord emulate approximate
hypercubes when taking into account the dynamic DHT al-
gorithm design. However, differentiating cleanly between
static DHT topologies and dynamic DHT algorithms, it is
more appropriate to describe their static topologies as Plax-
ton trees and ring graphs respectively.

Hypercubes are typical Cayley graphs. For a natural num-
ber m, let (Zm, +) denote the group of residuals mod m.
Consider the group Γ := (Zd

2 , +), where Zd
2 denotes the

set of all 0, 1-words of length d and + is the component-
wise addition mod 2. We want to make a, b adjacent when-
ever they differ in exactly one digit, i.e. whenever a − b
is a word containing precisely one letter 1. So if S is the
set of these d words then S is closed under inversion, and
Hd

2 := G(Γ, S) is called the (binary) d-dimensional (bi-
nary) hypercube. Figure 1 represents H3

2 .

It is also possible to give a hierarchical description of
Hd

2 by means of the following recursion. Set H1
2 =

({0, 1}, {01}), and for d > 1 define Hd
2 recursively by

V (Hd
2 ) := {xv : x ∈ {0, 1}, v ∈ V (Hd−1

2 )} and
E(Hd

2 ) := {xvyw : xv, yw ∈ V (Hd
2 ) and: (x = y ∧ vw ∈

E(Hd−1
2 )) or (x 6= y ∧ v = w)}. Roughly, in every step,

we take two disjoint copies of the previously constructed
graphs and add edges between pairs of corresponding ver-
tices.
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Figure 2. 3-dimensional binary hypercube (al-
ternative representation)

This concept can be generalized by looking at cartesian
products of graphs: For graphs G, H , let their product
G × H be defined by V (G × H) := V (G) × V (H) and
E(G × H) := {(w, x)(y, z) : (w = y ∈ V (G) ∧ yz ∈
E(H)) or (y = z ∈ V (H)∧wx ∈ E(G))}. Clearly, G×H
and H × G are isomorphic (take (x, y) 7→ (y, x) as an iso-
morphism). Defining K2 := ({0, 1}, {01}) to be the com-
plete graph on two vertices, we see that H1

2 is isomorphic to
K2 and Hd

2 is isomorphic to Hd−1

2 × K2 for d > 1, which
is in turn isomorphic to K2 × · · · × K2

︸ ︷︷ ︸

d times

.

As every finite group is isomorphic to some group of per-
mutations, it is possible to unify the Cayley graph notion
once more. Without loss of generality, we could assume that
the generating group Γ is a permutation group. This is cer-
tainly useful when describing algorithms on general Cay-
ley graphs. For the presentation here, it is, however, more
convenient to involve other groups as well. Figure 2 gives
the following, alternative representation of H3

2 . For Γ, we
take the subgroup of the permutation group S6 := ({f :
{1, . . . , 6} −→ {1, . . . , 6} : f bijective}, ◦) generated by
S := {213456, 124356, 123465} (here a1 · · · a6 denotes
the permutation f of {1, . . . , 6} with f(1) = a1, f(2) =
a2, . . . , f(6) = a6). f ◦ g is the permutation defined by
(f ◦ g)(x) = f(g(x)) for all possible x.)

A third group which can be involved here to represent hy-
percubes as Cayley graphs comes from coding theory. Let
V be the set of all 2d subsets of some d-element set, and let
A∆B := (A ∪ B) − (A ∩ B) denote the symmetric differ-
ence of A and B. The cardinality of A∆B is often called
the Hamming distance of A and B Then Γ = (V, ∆) is a
group, its neutral element is the empty set, and taking S to
be the set of all 1-element subsets of V produces a Cay-
ley graph G(Γ, S) isomorphic to Hd

2 . The distance of two
vertices in this graph is precisely their Hamming distance.
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Figure 3. Chord ring with 3-bit key space

Chord [33] Chord uses a 1-dimensional circular key space,
in which the node responsible for a key is the node whose
identifier most closely follows the key in the numeric or-
der (the key’s successor). All nodes in Chord are arranged
into a ring graph. In a m-bit Chord key space, each Chord
node maintains two sets of neighbors: a successor list of k
nodes that immediately follow it in the key space, and a fin-
ger list of O(log N) nodes spaced exponentially around the
key space. The ith entry of the finger list points to the node
that is 2i away from the current node, or to that node’s suc-
cessor if that node does not exist.

The graphs approximated here are special circulant graphs,
i. e. Cayley graphs obtained from the cyclic group (Zn, +)
and an arbitrary (inversion–closed) generator set.The most
prominent example is the cycle Cn := G(Zn, {±1}) =
(Zn, {01, 12, 23, . . . , (n − 1)n, n0}) of length n. (An old
Theorem of Turner [34] states that every vertex transitive
graph with a prime number of vertices must be such a cir-
culant.)

For the topology of the ideal d-bit Chord key space, we sim-
ply take the Cayley graph Rd := G((Z2d , +), {±2k : k ∈
{0, . . . , d − 1}}). Figure 3 shows the topology of an ideal
3-bit Chord key space i. e. the graph G(Z8, {±1,±2, 4}).

The Chord cycle graph with 3-bit key space maintains 20
edges. The topology can be covered by a hypercube and
a skew-symmetric variant of the hypercube called hyper-
skewbe [15], as illustrated in Figure 4. This skew vari-
ant of a cube is defined recursively as follows: H̃1

2 =
({0, 1}, {01}), and for d > 1 define H̃d

2 recursively by
V (H̃d

2 ) := {xv : x ∈ {0, 1}, v ∈ V (H̃d−1

2 )} and
E(H̃d

2 ) := {xvyw : xv, yw ∈ V (H̃d
2 ) and: (x = y ∧ vw ∈

E(H̃d−1
2 )) or (x 6= y ∧ v = s(w))}. To calculate s(w), we

consider the binary word w as a residual z mod 2d−1, and
let s(w) be the binary word representing z + 1 mod 2d−1.
Note that this is very similar to the recursive definition of
Hd

2 given above. Note also that, for d > 2, the diameter of
H̃d

2 is smaller than the diameter of Hd
2 .

Let’s have a look at the particular graph of H̃3
2 ; it is a tri-
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Figure 4. 3-dimensional hyperskewbe

angle free 3-regular graph on eight vertices of diameter 2.
Up to isomorphism, there is only one such graph, namely
G(Z8, {±1, 4}) (see Figure 4), which is sometimes called
the Wagner graph. In particular, H̃3

2 is a Cayley graph as
well.

3.3. Constant Degree Cayley DHTs

Cycloid [32] Cycloid is a constant degree DHT emulating a
cube connected cycle as its static DHT topology. In Cycloid,
each node is specified by a pair of cyclic and cube indices.
In order to dynamically maintain connectivity of the DHT
topology, the dynamic DHT algorithm of Cycloid forces
each node to keep a routing table consisting of 7 entries.
Among them, several entries (so-called leaf sets) only make
sense for the dynamic DHT algorithm to deal with network
connectivity in sparsely populated identifier spaces.

A d-dimensional cube connected cycle graph is obtained
from a d-dimensional cube by replacing each vertex with a
cycle of d nodes. It contains d · 2d nodes of degree d each.
Each node is represented by a pair of indices (k, v), where
k ∈ Zd is a cyclic index and v ∈ Zd

2 is a cube index. A cube
connected cycle graph can be viewed as a specific case of
Cayley Graph Connected Cycles (CGCC) [26], defined as:

Definition 3 Let Γ = (V, ·) be a group and S :=
{s1, . . . , sd} ⊆ V − {1} closed under inversion with
d ≥ 3. The Cayley graph connected cycles network
CGCC(Γ, S) = (V , E) is the graph defined by V ′ :=
Zd × V and E′ := {(i, x)(j, y) : (x = y ∧ i = j ± 1)
or (i = j ∧ x = si · y)}.

CGCC(Γ, S) can be obtained by replacing each vertex of
the Cayley graph G(Γ, S) with a cycle of length d and re-
placing each edge of G(Γ, S) with an edge connecting two
members of a cycle in a certain way. The edges (i, x)(j, y)

(0,110) (0,111)

(2,111)

(2,011)

Figure 5. Cube connected cycle of a 3-
dimensional hypercube

with i = j form cycle connections, the others form cayley
graph connections. [17] proves that these graphs are Cay-
ley graphs.

Following the definition of CGCC, the n-dimensional cube
connected cycle is a graph built from a n-cube replacing
each of its nodes with a cycle of length n. In Figure 5,
the 3-dimensional cube-connected cycle is displayed. The
3-cycles are shaded, and the dotted lines help to recognize
the 3-dimensional cube.

Viceroy [22] Viceroy is a constant degree DHT emulating
an approximate butterfly graph as its static DHT topology.
The dynamic DHT algorithm of Viceroy is rather involved.
It works based on a rough estimate of the network size and
forces each node to keep a routing table containing 5 to 7
entries [22]. Similar to Cycloids, part of the entries only
make sense for the dynamic DHT algorithm to deal with a
sparsely populated identifier space (i.e. ring links [22]). For
Viceroy we can only guarantee with high probability that
the constructed DHT topology is a butterfly graph.

The d-dimensional binary wrapped directed butterfly ~Bd
2 is

a graph with vertices V = V ( ~Bd
2 ) = Zd−1 × Zd

2 such
that there is an edge from a = (i, v1 · vd) ∈ V to b =
(j, w1 ·wd) ∈ V if and only if i ∈ {0, . . . , d−1}, j = i+1
and vk = wk for all k ∈ {0, . . . , d−1}−{i}.One can think
of i, j as of the levels of a and b, respectively, and some
level i vertex (i, v) has precisely two neighbors (i + 1, v)
and (i + 1, v′), where v′ is obtained from v by adding 1
( mod 2)in the ith component of v. The d-dimensional bi-
nary wrapped butterfly Bd

2 is the underlying graph of the di-
graph ~Bd

2 , where there is a (single) edge ab whenever there
is an edge (a, b) or an edge (b, a) in ~Bd

2 . As we can see, Bd
2

is 4-regular for d ≥ 3.



Figure 6. The wrapped butterfly B4

Figure 6 shows B4
2 , where we have to identify the right-

most level with the leftmost one. In the unwrapped version
of the butterfly, we would not identify the two border levels.
This can be modelled formally by taking V to be Zd × Zd

2

instead of Zd−1 × Zd
2 and then following literally the def-

initions of the preceding paragraph (so j = i + 1 will be
taken mod d + 1, not mod d).

The advantage of taking the wrapped rather than the un-
wrapped version of the butterfly is that Bd

2 is a Cayley
graph, whereas unwrapped ones are not even regular, since
for d ≥ 3 the vertices on the border levels have degree 2
and the others have degree 4. We can represent Bd

2 as a Cay-
ley graph of the wreath product of the groups (Zd, +) and
(Zd

2 , +). For (i, v) and (j, w) in V , we define (i, v) • (j, w)
:= (i + j, (v0 + w−`, v1 + w−`+1, . . . , vd−1 + w−`+d−1)).
Note that i+j and the indices at the components of v and w
are to be taken mod d. This operation • : V ×V −→ V con-
stitutes a group Γ = (V, •), with neutral element (0, 0). By
taking S = {(1, 0), (1, (1, 0, . . . , 00 · · ·0))} ⊆ V we ob-
tain the representation Bd

2 = G(Γ, S) of Bd
2 as a Cayley

graph. For the mathematical details we refer to [17].

CAN [27] CAN is an (adjustable) constant degree DHT us-
ing a virtual d-dimensional Cartesian coordinate space to
store (key, value)–pairs. The topology under this Cartesian
coordinate space is a d-dimensional torus.

Let Tm,n := Cm × Cn of length m and n be the Cartesian
product of two cycles Cm, Cn. The componentwise addi-
tion + establishes a group Γ(Zm × Zn, +) on its vertices,
and clearly Tm,n = G(Γ, {(0,±1), (±1, 0)}). Hence the
torus is a Cayley graph as well. One could consider such

a toroidal graph as a rectangular grid, where the points on
opposite borders are identified. We can extend this defini-
tion easily to higher dimensions: Let n1, . . . , nd be numbers
≥ 2. Componentwise addition + of elements in V := Zn1

×
· · · × Znd

establishes a group Γ(V, +), and by taking S to
be the set {(z1, . . . , zd) ∈ P : there is an i ∈ {1, . . . , d}
such that zi = ±1 and zj = 0 for all j 6= i in {1, . . . , d}}
and we obtain a d-dimensional torus Tn1,...,nd

= G(Γ, S).
Explicitly, Tn1,...,nd

is a graph on the vertex set V , where
(v1, . . . , vd) and (w1, . . . , wd) are adjacent if and only if
they differ in exactly one component and the difference in
this component is either +1 or −1. As the presence of i’s
with ni = 2 stretches formal arguments slightly (for exam-
ple, when considering degrees), some authors force ni ≥ 3
for all i ∈ {1, . . . , d}. (So a torus of the latter type had al-
ways degree 2 · k, whereas a torus in our definition had de-
gree k plus the number of ni with ni ≥ 3.) They lose then,
however, the possibility to consider the d-dimensional hy-
percube as a special torus, namely as T2, . . . , 2

︸ ︷︷ ︸

d times

.

3.4. Non-Cayley DHTs

There are only a few DHT designs, which use asymmetric
static DHT topologies, and thus cannot be classified as Cay-
ley DHTs. However, even for these topologies, our Cayley
DHTs analytical framework is significant.

Pastry/Tapestry [29] [36] The static DHT topology emu-
lated by Pastry/ Tapestry are Plaxton trees. However, when
taking the dynamic DHT algorithms of Pastry/Tapestry into
account, we find that the static DHT topology of Pas-
try/Tapestry behaves quite similar to a randomized approx-
imation of hypercubes. As analyzed in [16], in the Pa-
stry/Tapestry identifier space, each node on the Plaxton tree
differs from its ith neighbor on only the ith bit, dynamic
routing is done by correcting a single bit at a time in the left-
to-right order. This turns out to be the same routing mech-
anism adopted by DHTs using hypercubes as static DHT
topologies, even though hypercube based DHTs allow bits
to be corrected in any order. In terms of our Cayley DHT an-
alytical framework, we can highlight several disadvantages
of this non-Cayley graph based design notwithstanding any
other advantages it might have(see Section 5).

Koorde/D2B/Distance Halving [12] [13] [24] The static
DHT topologies emulated by Koorde/D2B/Distance Halv-
ing are de Bruijn graphs2. These graphs share with hy-
percubes most of the good network properties such as the
same number of vertices and the same diameter, but ex-

2 Distance Halving emulates a generalized k-ary de Bruijn graph



hibit constant graph degrees. From the mathematical point
of view, De Bruijn graphs again are closely related to
butterfly/Cayley graphs [3].We need several ingredients to
demonstrate this interconnection.

First, for a set V and a set P ⊆ SV of permutations of
V , we define the (group) action digraph A(V, P ) of V and
P by V (A(V, P )) = V and E(P ) := {(x, f(x)) : x ∈
V, f ∈ P}. (If we label the edge (x, y) with all f such that
y = f(x) we may reconstruct V and P from its labelled ac-
tion digraph.)

Second, we assign a Cayley digraph to V and P in a nat-
ural way. Although P itself is not a group in general, we
can take Γ :=< P >SV

to be the group generated by P in
SV , i.e. the smallest subgroup of SV which contains P . Let
~G(V, P ) := ~G(Γ, P ) be the Cayley digraph associated to V
and P , where we have an edge (x, y) whenever x◦y−1 ∈ P .

The d-dimensional binary De Bruijn Digraph ~Dd
2 is de-

fined by V = V ( ~Dd
2) := Zd

2 , where there is an edge
from v = (v1, . . . , vd) ∈ V to w ∈ V if w is one of
v′ := (v2, . . . , vd, v1) and v′′ := (v2, . . . , vd, v1 + 1). This
d-dimensional binary De Bruijn Graph Dd

2 is obtained by
taking the underlying undirected multigraph of ~Dd

2 .

Clearly, ~Dd
2 is an action digraph of V = Zd

2 and the permu-
tations f ′, f ′′ of V defined by f ′(v) = v′ and f ′′(v) := v′′

(v ∈ V ). So the interconnection of butterfly graphs and de
Bruijn graphs can be stated as follows.

Theorem 1 [3] For d ≥ 3, ~Bd
2 is isomorphic to the Cayley

digraph associated to Zd
2 and P = {f ′, f ′′}, where f ′, f ′′

are defined as in the two preceeding paragraphs.

Figure 7 displays ~D3
2, where the edges caused by f ′′ are

emphasized. One immediately sees that f ′ is a permutation
with two fixed points and two 3-cycles, and that f ′′ consists
of a 2-cycle and a 6-cycle. As one can check f ′ and f ′′ gen-
erate a 24-element subgroup Γ of the 40.320-element group
of permutations of Z3

2 , and the associated Cayley graph will
be ~B3

2 . Again, for generalizations and the mathematical de-
tails we refer to [17].

This relationship between de Bruijn graphs and Cayley
graphs clarifies why de Bruijn graphs are an important
type of static DHT topologies even if they are not Cay-
ley DHTs. Still, comparing them to Cayley DHTs, we ob-
serve disadvantages of de Bruijn based static DHT topolo-
gies such as communication congestion and a higher depen-
dency on the dynamic DHT algorithm employed to ensure
fault tolerance[12]. Such analysis strongly suggests the pos-
sibility and feasibility to “Cayley-lize” non-Cayley graph
based static DHT topologies (i.e. de Bruijn graphs) to build
high performance Cayley DHTs (see Section 5).
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Figure 7. The de Bruijn graph ~D3
2

4. Cayley Graph Properties and DHTs

Cayley graphs have a specific set of properties which can
be closely associated with important DHT system features.
The following paragraphs include a discussion of these Cay-
ley DHT properties and features thus providing a good in-
sight into Cayley DHT design in general.

4.1. Symmetry and Load Balancing

The most useful properties of Cayley graphs are symmetry
properties. Recall that an automorphism of some graph G is
a bijection ϕ : V (G) −→ V (G) with ϕ(x)ϕ(y) ∈ E(G) if
and only if xy ∈ E(G).The set of all these mappings form
the automorphism group (Aut(G), ◦) of G.

Definition 4 A graph G is called vertex symmetric or ver-
tex transitiveif its automorphism group acts transitively on
its vertices, i. e. for arbitrary x, y ∈ V (G) there exists an
automorphism ϕ of G such that ϕ(x) = y.

Now if x, y are vertices of some Cayley graph G((V, ·), S)
then it is easy to see that the translation ϕ : V −→ V ,
ϕ(z) := z · (x−1 · y), is an automorphism which maps x
to y. In fact, every group automorphism produces an auto-
morphism of G(V, ·), S). This proves the following classi-
cal observation.

Theorem 2 Every Cayley graph is vertex transitive.

This property results in an important feature of Cayley
graphs — routing between two arbitrary vertices can be re-
duced to the routing from an arbitrary vertex to a special
vertex [1]. This feature is significant for Cayley DHTs be-
cause it enables an algebraic design approach for the rout-
ing algorithm.

Suppose that Γ = (V, ◦) is a group of permutations, let
S ⊆ V − {idV } be closed under inversion and consider
the Cayley graph G = G(Γ, S). For a path P = x0, . . . , x`



from x0 to x` set si := xi−1x
−1

i for i ∈ {1, . . . , `}. Then
the sequence s1, . . . , s` in S represents the path P , and it
also represents the path from x0x

−1 to idV . Consequently
the routing problem G is equivalent to a certain sorting
problem [1]. Taking V to be the set of all permutations of
some set and S ⊆ V to be the set of all transpositions will
produce the so called bubble sort graph (see [17]).

We can leverage this property to implement optimized rout-
ing algorithms for Cayley DHTs through purely algebraic
approaches supported by sets of mature algebraic methods.
Furthermore, vertex transitivity provides a unified method
to evaluate communication load on DHT nodes. In Cay-
ley DHTs, the communication load is uniformly distributed
on all vertices without any point of congestion. In contrast,
non-Cayley DHTs exhibit congestion points. As communi-
cation load balancing is one of the principal design concerns
of DHTs, this points out major drawback of non-Cayley
DHTs. While for constant degree non-Cayley DHTs such
as Koorde/D2B/Distance Halving, which do not have this
property, the drawback is acceptable as a tradeoff against
better DHT maintainability3, for non–constant degree non-
Cayley DHTs such as Pastry/Tapestry, such a drawback sug-
gests a redesign of their static DHT topology.

In addition to vertex transitivity, Cayley graphs may also
have another important property, edge transitivity.

Definition 5 A graph G is edge symmetric or edge transi-
tive if its automorphism group acts transitively on its edges,
i. e. for edges wx, yz there exists an automorphism ϕ such
that ϕ(w)ϕ(x) = yz4.

Clearly, every edge transitive graph without isolated ver-
tices is vertex transitive, but the converse is not true. For
example, the Wagner graph G(Z8, {±1, 4}) in Figure 4 is
not edge transitive, as there are two structurally distinguish-
able types of edges: the four diagonals, which are contained
in two cycles of length 4, and the others edges, which are
not.

There is, however, a sufficient condition to S which forces a
Cayley graph to be edge transitive. It is taken from [1], but
fails to be necessary as it was claimed to be there and as it
has been observed in [17]. Recall that a homomorphism of
a group Γ = (V, ·) is a mapping ϕ : V −→ V satisfying
ϕ(x · y−1) = ϕ(x) · ϕ(y)−1 for all x, y ∈ V .

Theorem 3 If G = G(Γ = (V, ·), S) is a Caley graph and

3 Constant degree is associated with maintainability of DHTs, it implies
that joining/leaving/failing nodes only influence a constant number of
other nodes

4 By notational convention for undirected graphs, wx denotes the set
{w,x}, so ϕ(w)ϕ(x) = yz does not mean that (ϕ(w), ϕ(x)) =
(y, z) but that {ϕ(w), ϕ(x)} = {y, z}

for all s, t ∈ S there exists a homomorphism ϕ of Γ such
that ϕ(S) = S and ϕ(s) = t then G is edge transitive.

Among Cayley DHTs, HyperCup (hypercubes), CAN(d-di-
mensional torus), and Viceroy (butterfly) are edge transi-
tive, whereas Chord (ring graphs) and Cycloid (cube con-
nected cycles) are not. All non–Cayley DHTs are not edge
transitive.

Edge transitivity results in a unified method to evaluate the
communication load on DHT edges. In edge transitive Cay-
ley DHTs communication load is uniformly distributed on
all edges without any point of congestion. For constant de-
gree Cayley DHTs such as Cycloid, the loss of edge tran-
sitivity can be seen as a reasonable tradeoff against the
constant degree property. For non-constant degree Cayley
DHTs such as Chord, the loss of edge transitivity is disad-
vantageous, and has to be compensated for in the design of
the dynamic DHT routing algorithm.

4.2. Hierarchy, Fault Tolerance, and Proximity

Recall that < S >Γ is the subgroup of Γ = (V, ·) generated
by S ⊆ V i. e. the smallest subgroup of Γ which contains
S.

Definition 6 Let Γ = (V, S) be a group and S ⊆ V (G) −
{1} such that S−1 = S. The Cayley graph G(Γ, S) is
strongly hierarchical if S is a minimal generator for G,
i. e. if < S >G= G but < S − {s, s−1} >G is a proper
subgroup of G for every s ∈ S.

For further generalizations of this concept, we refer to [17].

Among Cayley DHTs, HyperCup (hypercubes) and Chord
(ring graphs) can be proven to be hierarchical [17]. In Fig-
ure 8 we show a 4-dimensional hypercube which can be
decomposed into two 3-dimensional hypercubes. A Chord
ring graph with n-bit key space can be viewed as two Chord
ring graphs with (n − 1)-bit key space connected together
by links between adjacent vertices.

Hierarchical Cayley graphs “often allow inductive proofs
by decomposing (stripping) the graph into smaller mem-
bers of the same family, thus are scalable in the sense that
they recursively consist of copies of smaller Cayley graphs
of the same variety” [17]. For the DHT design, hierarchy
can strongly affect the node organization and aggregation,
which is closely associated with two important DHT sys-
tem features: fault tolerance (i.e. network resilience) and
proximity (i.e. network latency). Most hierarchical Cayley
DHTs, except for a very particular family, are optimally
fault tolerant as their connectivity is equal to their degree
[2]. Furthermore, in hierarchical Cayley DHTs, there might
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Figure 8. 4-dimensional hypercube

exist easy solutions to dynamically organize nodes (or node
aggregations) to ensure proximity of DHTs. It is worth not-
ing that so far the use of hierarchical Cayley graphs have
not yet been intensively investigated for DHT design. Some
promising hierarchical Cayley graphs not yet used are star
graphs and pancake networks [5], which have smaller net-
work diameter than hypercubes of the same degree.

4.3. Connectivity and Fault Tolerance

Definition 7 A graph G is disconnected if it contains two
vertices x, y such that there is no x, y-path in G. The con-
nectivity κ(G) of a finite (nonempty) graph is the minimum
cardinality of a set X of vertices such that G−X is discon-
nected or has less than two vertices.

Similarly, the edge–connectivity λ(G) of a graph G can be
defined by varying over all subsets X of edges of G.

A graph is called d-regular if every vertex has degree d. For
example, every vertex transitive graph is regular. Clearly, d
is an upper bound for the connectivity of a d-regular graph.
Let us call a d-regular graph G optimally fault tolerant if
its connectivity equals d.For example, complete graphs are
optimally fault tolerant, and so are hypercubes and hyper-
skewbes (as one can prove by induction on the dimension,

using the recursive characterizations). For edge transitive
graphs, we have even the following.

Theorem 4 [21, 20, 35] (cf. [7]) Every connected edge
transitive graph is optimally fault tolerant.

In general, connected Cayley graphs are not optimally
fault tolerant; the smallest example showing this is the 5-
regular circulant graph G := G(Z8, {±1, ±3, 4}), as

G−{0, 2, 4, 6} is disconnected. However, the following the-
orem on connected vertex transitive graphs shows that con-
nectivity and degree can’t differ too much.

Theorem 5 [21, 20, 35] (cf. [7]) The connectivity of a con-
nected vertex transitive d-regular graph is at most d and at
least 2

3
(d + 1).

In particular, for d ∈ {2, 3, 4}, every d-regular connected
vertex transitive graph is d-connected and, thus, optimally
fault tolerant. For d = 5, this statement is wrong even for
Cayley graphs as seen in the previous example, but for d =
6 it’s true “again”: Every 6-regular vertex transitive graph
is 6-connected. This follows easily from the main result in
[21] which implies that every triangle free connected vertex
transitive graph is optimally fault tolerant. Even more gen-
erally, every vertex transitive graph without four pairwise
adjacent vertices is optimally fault tolerant [20]. This gives
alternative proofs of the optimal fault tolerance of the hyper-
cubes and hyperskewbes and of d-dimensional tori Tn1,...,nd

with ni ≥ 4 for all i ∈ {1, . . . , d}.

The graph G(Z8, {±1,±3, 4}) indicates that it might be al-
ready a problem to characterize the optimally fault toler-
ant circulants. It has been solved by Boesch and Tindell [6]
as follows. Suppose that G is an arbitrary d-regular circu-
lant G = G(Zn, {±a1, . . . ,±ak}) with 0 < a1 < . . . <
ak < (p + 1)/2. Then G is optimally fault tolerant if and
only if for every proper divisor m of n, the number of dis-
tinct positive residues mod m of the numbers a1, . . . , ak is
at least the minimum of m − 1 and dm/p.

Edge connectivity is less interesting from the point of view
of optimal fault tolerance, as every d-regular vertex transi-
tive graph has edge connectivity equal to d [20, 35] (cf. [7]).
Hierarchical Cayley graphs as in Definition 6 and as in [17]
or [2] are also known to be optimally fault tolerant unless
they belong to a particular family of graphs whose d-regular
members still have connectivity d− 1. For the technical de-
tails, we refer the reader to [17] or [2].

As an alternative, we propose a slightly different hierarchy
concept as well. For a set H of finite graphs let G(H) be
the smallest superset of H which is closed under taking the
cartesian product. For example, every graph in G({K1}) is
isomorphic to some hypercube, and every hypercube is iso-
morphic to some graph in G({K1}). In this sense, G({K1})
“is” the class of hypercubes, and if C consists of cycles of
every length plus K2 then G(C) “is” the class of all tori.
Certain properties of the members of H are inherited to
those of G(H), as they are stable under taking products. If
H is a set of Cayley graphs then so is G(H). If we take H as
an arbitrary set of triangle free vertex transitive graphs, then
every graph in G(H) will also have these properties and will



be optimally fault tolerant by the results of [21].

Among Cayley DHTs, HyperCup (hierarchical Cayley
graphs), Chord (hierarchical Cayley graphs), Cycloid (3-
regular Cayley graphs) and Viceroy (4-regular Cayley
graphs) are optimally fault tolerant based on their static
DHT topology perspective. CAN (d-regular Cayley graphs)
can also be proven optimally fault tolerant based on its dy-
namic DHT algorithm features such as multiple realities and
multiple dimensions [27]. For non-DHTs it is much harder
to prove optimal fault tolerance. However, as fault tolerance
is one of the principal design concerns of DHTs, most non–
Cayley DHTs have included various techniques in their dy-
namic DHT algorithms to pursue possibly higher fault toler-
ance, although optimality cannot guaranteed. One possible
such technique is to force each node to maintain a succes-
sor list in dynamic DHT algorithms, like in Koorde [12].

For DHTs whose static DHT topologies are optimal fault
tolerant, it is much easier to also ensure this in the dy-
namic algorithm design for sparsely populated DHT iden-
tifier spaces, or frequently leaving / failing nodes. Possible
techniques include the successor list in Chord [33] or the
state-machine approach based replication in Viceroy [22].

4.4. Hamiltonicity and Cyclic Routing

Definition 8 A path or cycle which visits every vertex in a
graph G exactly once is called a hamiltonian path or hamil-
tonian cycle, respectively.

Hamiltonicity has been received much attention of theorists
in this context, as the following conjecture is still open.

Conjecture 1 Every 2-connected Cayley graph has a
hamiltonian cycle.

The question of hamiltonian cycles and paths in Cayley
graphs has a long history [9]. All aforementioned static
DHT topologies of Cayley DHTs such as hypercubes, ring
graphs, butterfly, cube-connected cycles, and d-dimensional
tori have been proven to be hamiltonian. In addition, the
non–Cayley DHT de Bruijn topology has also been proven
hamiltonian [28].

Hamiltonicity is important for DHT design because it en-
ables DHTs to embed a ring structure so as to implement
ring based routing in dynamic DHT algorithms. Ring based
routing, characterized by the particular organization of the
DHT identifier space and ensuring the DHT fault toler-
ance in a dynamic P2P environment by means of maintain-
ing successor/predecessor relationships between nodes, is
used by almost all DHT proposals. Gummadi et al. [16]
also observe that the ring structure “allows the greatest

flexibility and hence achieves the best resilience and prox-
imity performance of DHTs”. Although in terms of our
analytical framework, we do not fully agree with Gum-
madi et al. on the conclusion that ring graphs are the best
static DHT topologies5, we agree that at least one hamil-
tonian path/cycle should exist in static DHT topologies in
order to ease the dynamic DHT algorithm design. From
the static DHT topology perspective, all aforementioned
DHTs are hamiltonian except for Pastry/Tapestry (Plaxton
trees). Even Pastry/Tapestry, though, maintain a ring struc-
ture through their dynamic DHT algorithm [29, 36].

5. Discussion

So far as we can see, some desirable DHT system features
are inconsistent with each other, which means that tradeoffs
must be considered when deciding on a static DHT topol-
ogy.

As a general conclusion, we have shown that Cayley DHTs
have clear advantages over non–Cayley DHT designs. Static
topologies of non-Cayley DHTs cannot naturally ensure
many desirable DHT features such as communication load
balancing, optimal fault tolerance, etc., which leads to addi-
tional overhead and complexity in their dynamic DHT algo-
rithms to achieve these features. Cayley DHTs can naturally
guarantee those, and result in simpler dynamic DHT algo-
rithm design.

Cayley DHTs cover both non-constant degree DHTs and
constant degree ones, so in each case we can start from Cay-
ley graphs as underlying topology for DHT design. The few
good non-Cayley graphs such as de Bruijn are closely re-
lated to Cayley graphs, and can also be “Cayley-lized” so as
to be taken as better static DHT topologies for future DHT
design, as already investigated for VLSI layout design ([14]
uses “Cayley-lized” de Bruijn graphs).

As for constant versus non-constant degree Cayley DHTs,
constant-degree ones have the main advantage that their
“maintainability” (regarding leaving / failing nodes) is in-
dependent of the size of the network. In a dynamic P2P en-
vironment, maintainability of nodes might be preferrable
to other desirable DHT system features such as commu-
nication load balancing and fault tolerance, since the loss
of other DHT system features can often be compensated
through some additional techniques in the dynamic DHT al-
gorithm design, whereas maintainability is almost uniquely
determined by the static DHT topology.

When designing constant degree Cayley DHTs, we view

5 Our conclusion is much more general than theirs, as the ring graph can
be viewed as a variant of k-ary d-cubes.



Figure 9. Two embeddings of C5 × C5

cube connected cycles as an especially promising family
of static DHT topologies in terms of our analytical frame-
work, taking into account the simplicity they enable for dy-
namic DHT algorithm design in comparison to for exam-
ple butterfly graphs. This conclusion can be extended to a
generalized type of constant degree Cayley graphs: Cayley
Graph Connected Cycles (CGCC), as we have discussed in
Section 3.3. We therefore expect that different variants of
CGCC will heavily influence the design mainstream for fu-
ture constant degree Cayley DHTs.

Looking at non-constant degree Cayley DHTs, the most
promising family are hypercubes, as they achieve all de-
sirable DHT system features except for the constant de-
gree property. This conclusion can be extended to k-ary
n-cube, which can be regarded as a generalization of the
d-dimensional hypercube by taking k = 2. Formally, the
k-ary d-cubes can be defined as in [10]:

Definition 9 Consider the group Γ := (Zd
k , +), where

V := Zd
k denotes the set of all words of length d over the

alphabet Zk and where + is the componentwise addition
mod k. Let S be the set of all (k − 1) · d words in V which
have exactly one entry ±1 and all others entries being 0.
The graph Hd

k := G((Zd
k , +), S) is the k-ary d-cube.

By definition, k-ary n-cubes are Cayley graphs. They can
be defined recursively as well: Denoting by Ck the cycle of
length k, we see that H1

k is isomorphic to Ck and Hd
k is iso-

morphic to Hd−1

k × Ck for d > 1, which is in turn isomor-
phic to Ck × · · · × Ck

︸ ︷︷ ︸

d times

.

Figure 9 shows two embeddings of the 5-ary 2-cube, one of
which reflects its cyclic symmetries, the other one illustrat-
ing that it is a product graph.

Most current Cayley DHTs such as HyperCup, CAN,
and Chord use static DHT topologies that are either k-

ary d-cubes or isomorphic to k-ary d-cubes such as ring
graphs, tori, direct or undirected d-cubes [10]. Even for
constant degree Cayley DHTs or non-Cayley DHTs, the
static DHT topologies of Cycloid (cube-connected cycles)
and Pastry/Tapestry (Plaxton trees) are closely associated
with k-ary d-cubes. As we have mentioned, Plaxton trees
can be viewed as approximate hypercubes, whereas cube-
connected cycles can be viewed as a variant of hypercubes.

6. Related Work

Although the DHT research is still at its infancy, some re-
searchers have already started to investigate the relation-
ships of the various DHT designs. However, there have been
relatively few attempts to investigate commonalities and an-
alyze tradeoffs between different DHT design families.

Gummadi et al. [16] investigate some commonly used static
DHT topologies including hypercubes, ring graphs, Plax-
ton trees, and butterflies, and explore how these static DHT
topologies affect static resilience (fault tolerance) and prox-
imity routing (total latency of the DHT routing path, and the
ability to achieve local convergence). They investigate these
issues by analyzing the flexibility of different DHTs, i.e. the
algorithmic freedom left after the static topologies has been
chosen. Such freedom is exercised in the selection of neigh-
bors and routes.

In comparison to our study, the analysis by Gummadi et
al. is not based on a unified analytical framework, so, even
though individual static DHT topologies are investigated
thoroughly, no common properties of these DHT topologies
are concluded. Also their analysis is bound tightly to dy-
namic DHT algorithms and thus lacks generality for static
DHT topology analysis. As a result, Gummadi’s conclusion
that ring graphs allow the greatest flexibility and hence lead
to the best resilience and proximity of DHTs is only part of
the truth.

Manku’s [23] analysis starts from static DHT topologies,
but then heavily involves dynamic DHT algorithms. Manku
classifies some commonly used DHT topologies into two
categories: deterministic DHT topologies such as hyper-
cubes, torus, and de Bruijn, and randomized DHT topolo-
gies such as butterfly. In deterministic DHT topologies,
overlay connections of DHTs are a function of the current
set of node IDs, whereas in randomized DHT topologies
there is conceptually a large set of possible networks for a
given set of node IDs, and, at run-time, a specific network is
chosen depending upon the random choices made by all par-
ticipants [23]. While this classification is certainly of value,
it cannot serve as an analytical framework for comparing
static DHT topologies. Comparatively, our results provide



more insight into DHTs with reduced complexity6.

Loguinov et al. [18] examine DHTs by analyzing graph-
theoretic properties of static DHT topologies. They first pro-
pose a new DHT system ODRI (Optimal Diameter Routing
Infrastructure), which uses generalized de Bruijn graphs as
the static DHT topology, and then make a comparative study
of several DHT system features such as routing efficiency,
graph expansion and clustering properties from the static
DHT topology perspective, taking Chord and CAN as ref-
erence systems. As the focus of their research is to propose
a new DHT system, they do not conduct a thorough investi-
gation of all static DHT topologies. In terms of our frame-
work, their proposal falls into the category of constant de-
gree non-Cayley DHTs, sharing with Koorde/D2B/Distance
Halving all our analysis regarding this category.

Besides, Datar [11] provides an in-depth investigation to
butterfly graphs and further proposes a new DHT system
called multi-hypercube which uses so-called multi-butterfly
as the static DHT topology. Castro et al. [8] make an in-
depth comparative study of Pastry, taking Chord and CAN
as reference systems. In terms of our framework, these sys-
tems can be analyzed just like other DHT proposals.

7. Conclusions and Future Work

Cayley graphs are one of the most important group-
theoretic models for the design of parallel interconnection
networks, and have been studied for many years. Since any
parallel interconnection network can potentially be mor-
phed into a DHT routing protocol [23], associating Cay-
ley graphs with DHTs enables us to directly leverage the re-
search results for interconnection networks for the design of
high performance DHTs without the need of starting from
scratch. Cayley graphs explicitly enable an algebraic design
approach for DHTs, which allows us to start with an ar-
bitrary finite group and construct symmetric DHTs using
that group as the algebraic model. An immediate advan-
tage of this approach is the conciseness with which DHTs
can be specified by providing only the appropriate group
plus a set of generators. This algebraic design approach will
also enable us to build new types of structured P2P net-
works in which data and nodes do not necessarily need to
be hashed in order to build content delivery overlay net-
works, as discussed in [31, 25] for hypercube topologies.
Such non-hashed, structured P2P networks allow us to ap-
ply semantic web and database technologies for data orga-
nization and query processing and implement powerful and

6 e.g., as we have cleanly separated static DHT topologies from dynamic
DHT algorithms, we do not need to analyze the same topology in both
the deterministic and randomized category

expressive distributed information infrastructures which are
not implemented easily based on pure DHT designs.

Our analytical framework and its notion of Cayley DHTs
provides a unified view of DHTs, which gives us excellent
insight for designing and comparing DHT designs. Identi-
fying a DHT design as Cayley DHTs immediately allows us
to infer all generic properties for this design, and, through
the correspondence of Cayley graph properties to DHT sys-
tem features, allows us to directly infer the generic DHT
features implemented by this design. Furthermore, we can
investigate the various tradeoffs between different DHT de-
signs features and use them to guide the design of future
DHTs.

Casting and understanding static DHT topologies in a com-
mon framework is but the first important step towards prin-
cipled DHT design. In order to cover all features of a par-
ticular design, we also have to explore the general design
of dynamic DHT algorithms which can in principle be used
to emulate any Cayley graph based static DHT topologies.
Such dynamic DHT algorithms need not necessarily be
bound to any individual Cayley graph, instead they could
be universally applicable to any Cayley graphs, leveraging
algebraic design methods in order to build arbitrary Cayley
DHTs. Some of these methods and design issues are cur-
rently investigated in more detail in our research group.
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