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Abstract. Static DHT topologies influence important features of such DHTs
such as scalability, communication load balancing, routing efficiency and fault
tolerance. While obviously dynamic DHT algorithms which have to approximate
these topologies for dynamically changing sets of peers play a very important
role for DHT networks, important insights can be gained by clearly focussing
on the static DHT topology as well. In this paper we analyze and classify cur-
rent DHTSs in terms of their static topologies based on the Cayley graph group-
theoretic model and show that most DHT proposals use Cayley graphs as static
DHT topologies, thus taking advantage of several important Cayley graph proper-
ties such as vertex/edge symmetry, decomposability and optimal fault tolerance.
Using these insights, Cayley DHT design can directly leverage algebraic design
methods to generate high-performance DHTs adopting Cayley graph based static
DHT topologies, extended with suitable dynamic DHT algorithms.

1 DHTs and Static DHT Topologies

Two important characteristics of distributed hash tables (DHTS) are network degree and
network diameter. As DHTs are maintained through dynamic DHT algorithms, high
network degree means that joining, leaving and failing nodes affect more other nodes.
Based on network degree, we group static DHT topologies into two types: non—constant
degree DHT topologies, whose network degree increases (logarithmically) with the
number of nodes in the network, and constant (average) degree DHT topologies, whose
network degree stays constant even when the network grows. Consequently, DHTs can
be classified into non-constant degree DHTs such as HyperCup(hypercubes), Chord
(ring graphs), Pastry/Tapestry (Plaxton trees), etc., and constant degree DHTS such as
Viceroy (butterfly), Cycloid (cube connected cycles), and CAN (tori).

Though this classification is certainly useful, the listed DHT topologies seem to have
nothing more in common. Each topology exhibits specific graph properties resulting
in specific DHT system features. Consequently, DHTSs have so far been analyzed com-
paring individual systems, without a unified analytical framework which allows further
insight into DHT system features and DHT system design.



The unified analytical framework discussed in this paper — Cayley DHTs — allows us to
compare DHT topologies on a more abstract level and characterizes common features
of current DHT designs. In a nutshell, we show that most current static DHT topologies
such as hypercubes, ring graphs, butterflies, cube-connected cycles, and d-dimensional
tori fall into a generic group-theoretic model, Cayley graphs, and can be analyzed as
one class. These Cayley graph based DHTs (hereafter Cayley DHTS), including both
non-content degree DHTS and constant degree DHTS, intentionally or unintentionally
take advantage of several important Cayley graph properties such as vertex/edge sym-
metry, decomposability, good connectivity and hamiltonicity to achieve DHT design
goals such as scalability, communication load balancing, optimal fault tolerance, and
routing efficiency. Several non-Cayley DHTS also utilize techniques in their dynamic
DHT algorithms that try to imitate desirable Cayley graph properties, again showing the
close relationship between Cayley graph properties and desirable DHT system features.

2 Cayley DHTs — A Group-Theoretic Model for Analyzing DHTs

2.1 Groupsand Cayley Graphs

Cayley graphs were proposed as a generic group-theoretic model for analyzing sym-
metric interconnection networks [1]. The most notable feature of Cayley graphs is their
universality. Cayley graphs embody almost all symmetric interconnection networks, as
every vertex transitive interconnection network can be represented as the quotient of two
Cayley graphs [2]. They represent a class of high performance interconnection networks
with small degree and diameter, good connectivity, and simple routing algorithms. The
following paragraphs give the formal definitions.

Agroupisapair I" := (V,-) such that V' is a (nonempty) setand - : V. x V — V maps
each pair (a, b) of elements of V' to an element a-b of V with a- (b-¢) = (a-b)-c forall
a,b,c € V, such that there exists an element 1 € V" with the following properties: (i)
1-a=aforall a € V and (ii) for every a € V, there exists some b € V withb-a = 1.

1 is the unique element having properties (i) and (ii). It is called the neutral element of
I'yanda -1 = a holds for all a € V. b as in (ii) is uniquely determined by a and is
called the inverse of a, written as b = a L. It is the unique element b for whicha-b = 1
holds. If a - b = b - a holds for all a,b € V then I" is called an abelian group. This is
usually expressed by additive notation, i. e. by writing I" = (V,+), 0 for the neutral
element, and —a for the inverse of a. Groups are fundamental objects of mathematics,
and the foundation for Cayley graphs.

Let I" := (V,-) be afinite group, 1 its neutral element, and let S C V' — {1} be closed
under inversion (i. e. =% € S for all € S). The Cayley graph G(I', S) = (V, E) of
(V,-) and S is the graph on V where x, y are adjacent if and only if zy~! € S.

We can also define directed versions of this concept, which are obtained by omitting the
symmetry condition S—! = Sto S. The condition 1 ¢ S keeps Cayley graphs loopless.
Note that Cayley graph are sometimes called group graphs.



2.2 Non-constant Degree Cayley DHTs

HyperCup [3] Though HyperCup itself is not a DHT system, it is a topology for struc-
tured P2P networks which could also be used for DHT design, and which represents
an important type of Cayley graphs, hypercubes. So far there are no DHTs which use
pure hypercubes as static DHT topologies, even though some literature (i.e. [4,5]) ar-
gue that Pastry/Tapestry and Chord emulate approximate hypercubes when taking into
account the dynamic DHT algorithm design. However, differentiating cleanly between
static DHT topologies and dynamic DHT algorithms, it is more appropriate to describe
their static topologies as Plaxton trees and ring graphs respectively.

Hypercubes are typical Cayley graphs. For a natural number m, let (Z,,,, +) denote the
group of residuals mod m. Consider the group I" := (Z¢, +), where Z¢ denotes the
set of all 0, 1-words of length d and + is the componentwise addition mod 2. We want
to make a, b adjacent whenever they differ in exactly one digit, i.e. whenever a — b
is a word containing precisely one letter 1. So if S is the set of these d words then
S is closed under inversion, and H¢ := G(I,S) is called the (binary) d-dimensional
(binary) hypercube.

It is also possible to give a hierarchical description of Hg by means of the following
recursion. Set H3 = ({0, 1},{01}), and for d > 1 define H¢ recursively by V (Hg) :=
{zv: 2 € {0,1},v € V(HI™)Y and E(HY) = {zvyw : 2v,yw € V(HY) and:
(x =y Avw € E(HIY) or (z # y Av = w)}. Roughly, in every step, we take
two joint copies of the previously constructed graphs and add edges between pairs of
corresponding vertices.

This concept can be generalized by looking at cartesian products of graphs: For graphs
G, H, let their product G x H be definedby V(G x H) := V(G) x V(H) and E(G x
H) = {(w,2)(y,2) : (w=y € V(G)ANyz € E(H))or (y = z € V(H) A
wz € E(G))}. Clearly, G x H and H x G are isomorphic (take (z,y) — (y,z) as an
isomorphism). Defining K> := ({0, 1}, {01}) to be the complete graph on two vertices,
we see that Hj is isomorphic to K, and H¢ is isomorphic to Hg_l x Ko ford > 1,
which is in turn isomorphic to K5 x - - - x K (d factors K3).

As every finite group is isomorphic to some group of permutations, it is possible to unify
the Cayley graph notion once more. Without loss of generality, we can assume that the
generating group I" is a permutation group. This is certainly useful when describing
algorithms on general Cayley graphs. For the presentation here, it is, however, more
convenient to involve other groups as well, e.g. permutation groups: For I", we take
the subgroup of the permutation group S¢ := ({f : {1,...,6} — {1,...,6} : f
bijective}, o) generated by S := {213456, 124356, 123465} (here a; - - - ag denotes the
permutation f of {1,...,6} with f(1) = a1, f(2) = aq,..., f(6) = ag). fogisthe
permutation defined by (f o g)(x) = f(g(x)) for all possible x.)

Chord [6] Chord uses a 1-dimensional circular key space, in which the node responsi-
ble for a key is the node whose identifier most closely follows the key in the numeric
order (the key’s successor). All nodes in Chord are arranged into a ring graph. In a



m-bit Chord key space, each Chord node maintains two sets of neighbors: a successor
list of k nodes that immediately follow it in the key space, and a finger list of O(log N)
nodes spaced exponentially around the key space. The ith entry of the finger list points
to the node that is 2¢ away from the current node, or to that node’s successor if that node
does not exist.

The graphs approximated here are special circulant graphs,i. e. Cayley graphs
obtained from the cyclic group (Z,,4) and an arbitrary (inversion—-closed) gen-
erator set.The most prominent example is the cycle C,, = G(Z,,{xl}) =
(2,,{01,12,23,...,(n — 1)n,n0}) of length n. For the topology of the ideal d-bit
Chord key space, we simply take the Cayley graph Ry := G((Z9a,+),{£2F : k €
{0,...,d—1}}).

2.3 Constant Degree Cayley DHTs

Cycloid [4] Cycloid is a constant degree DHT emulating a cube connected cycle as its
static DHT topology. In Cycloid, each node is specified by a pair of cyclic and cube
indices. In order to dynamically maintain connectivity of the DHT topology, the dy-
namic DHT algorithm of Cycloid forces each node to keep a routing table consisting of
7 entries. Among them, several entries (so-called leaf sets) only make sense for the dy-
namic DHT algorithm to deal with network connectivity in sparsely populated identifier
spaces. A d-dimensional cube connected cycle graph is obtained from a d-dimensional
cube by replacing each vertex with a cycle of d nodes. It contains d - 2¢ nodes of degree
d each. Each node is represented by a pair of indices (k,v), where k € Z; is a cyclic
index and v € Z¢ is a cube index. A cube connected cycle graph can be viewed as a
specific case of Cayley Graph Connected Cycles (CGCC) [7], defined as:

LetI" = (V,-) beagroupand S := {s1,...,sq4} C V — {1} closed under inversion
with d > 3. The Cayley graph connected cycles network CGCC(I,S) = (V', E') is
the graph defined by V' := Z; x Vand E' := {(4,2)(j,y) : (x =yAi=j%1)or
(i=jnz=s;y)}

CGCC(I,S) is obtained by replacing each vertex of the Cayley graph G(I,.S) with
a cycle of length d and replacing each edge of G(I, S) with an edge connecting two
members of a cycle in a certain way. The edges (¢, z)(j,y) with ¢ = j form cycle
connections, the others form cayley graph connections. [8] proves that these graphs are
Cayley graphs. Following the definition of CGCC, the n-dimensional cube connected
cycle is a graph built from a n-cube replacing each node with a cycle of length n.

Viceroy [9] Viceroy is a constant degree DHT emulating an approximate butterfly graph
as its static DHT topology. The dynamic DHT algorithm of Viceroy is rather involved.
It works based on a rough estimate of the network size and forces each node to keep a
routing table containing 5 to 7 entries [9]. Similar to Cycloids, part of the entries only
make sense for the dynamic DHT algorithm to deal with a sparsely populated identifier
space (i.e. ring links [9]). For Viceroy we can only guarantee with high probability that
the constructed DHT topology is a butterfly graph.



The d-dimensional binary wrapped directed butterfly B¢ is a graph with vertices V =
V(BY) = Z4-1 x Z¢ such that there is an edge from a = (i,v; - vg) € Vo b =
(jy,wi -wg) € Vifandonly ifi € {0,...,d —1},j = i+ 1 and vy = wy, for all
k e€{0,...,d—1} — {i}.0One can think of 7, j as of the levels of a and b, respectively,
and some level i vertex (¢, v) has precisely two neighbors (i+1,v) and (¢+1, v"), where
v’ is obtained from v by adding 1 ( mod 2)in the ith component of v. The d-dimensional
binary wrapped butterfly B is the underlying graph of the digraph B¢, where there is
a (single) edge ab whenever there is an edge (a, b) or an edge (b, a) in BS. As we can
see, BY is 4-regular for d > 3.

The advantage of taking the wrapped rather than the unwrapped version of the butterfly
is that B¢ is a Cayley graph, whereas unwrapped ones are not even regular, since for
d > 3 the vertices on the border levels have degree 2 and the others have degree 4.
We represent BS as a Cayley graph of the wreath product of the groups (Z4, +) and
(24, 4). For (i,v) and (j,w) in V, we define (i,v) o (j,w) := (i + J, (vo + w_g,v1 +
W_p41,--+,Vd—1 + w_r+d—1)). Note that < + j and the indices at the components of
v and w are to be taken mod d. This operation constitutes a group I" = (V, e), with
neutral element (0, 0). By taking S = {(1,0), (1, (1,0,...,00---0))} € V we obtain
the representation B¢ = G(I', S) of B{ as a Cayley graph (for more details see [8]).

CAN [10] CAN is an (adjustable) constant degree DHT using a virtual d-dimensional
Cartesian coordinate space to store (key, value)—pairs. The topology under this Carte-
sian coordinate space is a d-dimensional torus. Let T,,, := C,, x C, of length
m and n be the Cartesian product of two cycles C,,, C,,. The componentwise ad-
dition + establishes a group I'(Z,, x Z,,+) on its vertices, and clearly T,,, , =
G(I,{(0,+£1), (£1,0)}). Hence the torus is a Cayley graph as well. One could con-
sider such a toroidal graph as a rectangular grid, where the points on opposite borders
are identified. We can extend this definition easily to higher dimensions: Letny, ..., ng
be numbers > 2. Componentwise addition + of elements in V' := Z,, x --- x Z,,
establishes a group I"(V, +), and by taking S to be the set {(z1,...,24) € P : there is
ani € {1,...,d}suchthat z; = £l and z; = Oforall j # 7 in {1,...,d}} and we
,,,,, ny = G(I',S). Explicitly, T}, ... », is a graph on
the vertex set V', where (v1,...,v4) and (ws, ..., wy) are adjacent if and only if they
differ in exactly one component and the difference in this component is either +1 or
—1. As the presence of i’s with n; = 2 stretches formal arguments slightly (for exam-
ple, when considering degrees), some authors force n; > 3 foralli € {1,...,d}. They
lose then, however, the possibility to consider the d-dimensional hypercube as a special
torus, namely as Ts ... o (d indices 2).

.....

.....

2.4 Non-Cayley DHTs

P-Grid [11] Among non-Cayley DHTS, to the best of our knowledge, only P-Grid [11]
still retains most of the advantages of Cayley networks. P-Grid uses prefix based rout-
ing, and can be considered as a randomized approximation of hypercube. The routing
network has a binary trie abstraction, with peers residing only at the leaf nodes. Each



peer is thus responsible for all data items with the prefix corresponding to the peer’s
path in the trie. For routing, peers need to maintain routing information for the compli-
mentary prefix for each of the intermediate nodes in its path. However, routing choice
can be made for any peer belonging to the complimentary paths, and P-Grid exploits
these options in order to randomly choose routing peer(s), which in turn provides query-
forwarding load-balancing and by choosing more than one routing options, resilience.
Additionally, the choices can be made based on proximity considerations, and though
routing is randomized, since it is to complimentary key-space partitions, P-Grid routes
have the added flexibility to be either bidirectional or unidirectional.

Pastry/Tapestry [12] [13] The static DHT topology emulated by Pastry/ Tapestry are
Plaxton trees. However, when taking the dynamic DHT algorithms of Pastry/Tapestry
into account, we find that the static DHT topology of Pastry/Tapestry behaves quite
similar to an approximation of hypercubes. As analyzed in [5], in the Pastry/Tapestry
identifier space, each node on the Plaxton tree differs from its ith neighbor on only
the 4th bit, dynamic routing is done by correcting a single bit at a time in the left-to-
right order. This turns out to be the same routing mechanism adopted by DHTSs using
hypercubes as static DHT topologies, even though hypercube based DHTS allow bits to
be corrected in any order.

3 Cayley Graph Properties and DHTSs

Cayley graphs have a specific set of properties which can be closely associated with
important DHT system features. The following paragraphs include a discussion of these
Cayley DHT properties and provide a good insight into Cayley DHT design.

Symmetry and Load Balancing. The most useful properties of Cayley graphs are
symmetry properties. Recall that an automorphism of some graph G is a bijection ¢ :
V(G) — V(G) with p(z)p(y) € E(G) ifand only if zy € E(G).

A graph G is called vertex symmetric or vertex transitive if for arbitrary ,y € V(G)
there exists an automorphism ¢ of G such that () = y. As the automorphism z —
z-x~ ' -y maps z to y, we obtain the following classical observation.

Theorem 1. Every Cayley graph is vertex transitive.

This property results in an important feature of Cayley graphs — routing between two
arbitrary vertices can be reduced to the routing from an arbitrary vertex to a special
vertex [1]. This feature is significant for Cayley DHTSs because it enables an algebraic
design approach for the routing algorithm. Suppose that I" = (Vo) is a group of per-
mutations, let S C V — {idy} be closed under inversion and consider the Cayley
graph G = G(I,S). For a path P = xy,...,x, from z( to x, set s; := zi,lxi_l for
i € {1,...,¢}. Thenthe sequence s1, ..., s¢ in S represents the path P, and it also rep-
resents the path from zoz ! to idy. Consequently the routing problem G is equivalent



to a certain sorting problem [1]. Taking V" to be the set of all permutations of some set
and S C V to be the set of all transpositions will produce a bubble sort graph (see [8]).

We can leverage this property to implement optimized routing algorithms for Cayley
DHTSs through purely algebraic approaches supported by sets of mature algebraic meth-
ods. Furthermore, vertex transitivity provides a unified method to evaluate communica-
tion load on DHT nodes. In Cayley DHTS, the communication load is uniformly dis-
tributed on all vertices without any point of congestion. In contrast, non-Cayley DHTS
exhibit congestion points. As communication load balancing is one of the principal
design concerns of DHTS, this points out major drawback of non-Cayley DHTSs.

In addition to vertex transitivity, Cayley graphs may also have another important prop-
erty, edge transitivity. A graph G is edge symmetric or edge transitive if for arbitrary
edges wax, yz there exists an automorphism ¢ such that p(w)e(x) = yz. Clearly, ev-
ery edge transitive graph without isolated vertices is vertex transitive, but the converse
is not true. For a discussion of the problem of determining the edge transitiv Cayley
graphs we refer to [1] and [8].

Among Cayley DHTs, HyperCup (hypercubes), CAN(d-dimensional torus), and
Viceroy (butterfly) are edge transitive, whereas Chord (ring graphs) and Cycloid (cube
connected cycles) are not. Non—-Cayley DHTSs are not edge transitive. Edge transitivity
results in a unified method to evaluate communication load on edges. In edge transitive
Cayley DHTs communication load is uniformly distributed on all edges without points
of congestion. For constant degree Cayley DHTSs such as Cycloid, the loss of edge tran-
sitivity can be seen as a reasonable tradeoff against the constant degree property. For
non-constant degree Cayley DHTSs such as Chord, the loss of edge transitivity is disad-
vantageous, and has to be compensated through the design of the routing algorithm.

Hierarchy, Fault Tolerance, and Proximity. Recall that < S > is the subgroup of
I' = (V,-) generated by S C V i. e. the smallest subgroup of I" which contains S. Let
I = (V,S) beagroupand S C V(G) — {1} such that S~! = S. The Cayley graph
G(I,S) is strongly hierarchical if S is a minimal generator for G, i.e. if < S >c= G
but < S — {s,s~ !} > is a proper subgroup of G for every s € S.

Among Cayley DHTSs, HyperCup (hypercubes) and Chord (ring graphs) can be proven
to be hierarchical [8]. Hierarchical Cayley graphs “often allow inductive proofs by de-
composing (stripping) the graph into smaller members of the same family, thus are
scalable in the sense that they recursively consist of copies of smaller Cayley graphs
of the same variety” [8]. In DHT design, hierarchy can strongly affect the node orga-
nization and aggregation, which is closely associated with two important DHT system
features: fault tolerance (i.e. network resilience) and proximity (i.e. network latency).
Most hierarchical Cayley DHTS, except for a very particular family, are optimally fault
tolerant as their connectivity is equal to their degree [14]. Furthermore, in hierarchical
Cayley DHTSs, there usually support easy solutions to dynamically organize nodes (or
node aggregations) to ensure proximity of DHTSs. Hierarchical Cayley graphs have not
yet been intensively investigated for DHT design. Two promising hierarchical Cayley



graphs not yet utilized in DHT design are star graphs and pancake networks [15], which
have smaller network diameter than hypercubes of the same degree.

Connectivity and Fault Tolerance. A graph G is disconnected if it contains two
vertices x,y such that there is no x, y-path in G. The connectivity «(G) of a finite
(nonempty) graph is the minimum cardinality of a set X of vertices such that G — X is
disconnected or has less than two vertices.

A graph is called d-regular if every vertex has degree d. For example, every vertex
transitive graph is regular. Clearly, d is an upper bound for the connectivity of a d-
regular graph. Let us call a d-regular graph G optimally fault tolerant if its connectivity
equals d.For example, complete graphs are optimally fault tolerant, so are hypercubes
(as one can prove by induction on the dimension, using the recursive characterizations).
For edge transitive graphs, we have the following.

Theorem 2. [16-18] (cf. [19]) Every connected edge transitive graph is optimally fault
tolerant.

In general, connected Cayley graphs are not optimally fault tolerant; the smallest ex-
ample showing this is the 5-regular circulant graph G := G(Zs, {1, £3, 4}), as
G —{0,2,4,6} is disconnected. However, the following theorem on connected vertex
transitive graphs shows that connectivity and degree can’t differ too much.

Theorem 3. [16-18] (cf. [19]) The connectivity of a connected vertex transitive d-
regular graph is at most d and at least %(d +1).

In particular, for d € {2, 3, 4}, every d-regular connected vertex transitive graph is d-
connected, i.e. optimally fault tolerant. For d = 5, this statement is wrong even for
Cayley graphs as seen in the previous example, but for d = 6 it’s true “again”: Ev-
ery 6-regular vertex transitive graph is 6-connected. This follows easily from the main
result in [16] which implies that every triangle free connected vertex transitive graph
is optimally fault tolerant. More generally, every vertex transitive graph without four
pairwise adjacent vertices is optimally fault tolerant [17]. This gives alternative proofs
of the optimal fault tolerance of hypercubes and of d-dimensional tori 77,, ..., with
n; > 4 foralli e {1,...,d}. The graph G(Zs, {£1,+3,4}) indicates that it might be
already a problem to characterize the optimally fault tolerant circulants (solved in [20]).

Edge connectivity is less interesting from the point of view of optimal fault tolerance,
as every d-regular vertex transitive graph has edge connectivity equal to d [17,18]
(cf. [19]). Hierarchical Cayley graphs as in Definition 3 and as in [8] or [14] are also
known to be optimally fault tolerant unless they belong to a particular family of graphs
whose d-regular members still have connectivity d — 1. For the technical details, we
refer the reader to [8] or [14].

Among Cayley DHTSs, HyperCup (hierarchical Cayley graphs), Chord (hierarchical
Cayley graphs), Cycloid (3-regular Cayley graphs) and Viceroy (4-regular Cayley
graphs) are optimally fault tolerant based on their static DHT topology perspective.
CAN (d-regular Cayley graphs) can also be proven optimally fault tolerant based on



its dynamic DHT algorithm features such as multiple realities and multiple dimensions
[10]. For non-DHTSs it is much harder to prove optimal fault tolerance. However, as fault
tolerance is one of the principal design concerns of DHTs, most non—Cayley DHTSs have
included various techniques in their dynamic DHT algorithms to pursue possibly higher
fault tolerance, although optimality cannot guaranteed. One possible such technique is
to force each node to maintain a successor list in dynamic DHT algorithms.

For DHTs whose static DHT topologies are optimal fault tolerant, it is much easier to
also ensure this in the dynamic algorithm design for sparsely populated DHT identifier
spaces, or frequently leaving / failing nodes. Possible techniques include the successor
list in Chord [6] or the state-machine approach based replication in Viceroy [9].

Hamiltonicity and Cyclic Routing. A path or cycle which visits every vertex in a
graph G exactly once is called a hamiltonian path or hamiltonian cycle, respectively.
Hamiltonicity has been received much attention of theorists in this context, as it is still
open whether every 2-connected Cayley graph has a hamiltonian path.

The question of hamiltonian cycles and paths in Cayley graphs has a long history [21].
All aforementioned topologies of Cayley DHTSs such as hypercubes, ring graphs, butter-
fly, cube-connected cycles, and d-dimensional tori have been proven to be hamiltonian.

Hamiltonicity is important for DHT design because it enables DHTs to embed a ring
structure so as to implement ring based routing in dynamic DHT algorithms. Ring based
routing, characterized by the particular organization of the DHT identifier space and en-
suring the DHT fault tolerance in a dynamic P2P environment by means of maintaining
successor/predecessor relationships between nodes, is used by almost all DHT propos-
als. Gummadi et al. [5] observes that the ring structure “allows the greatest flexibility
and hence achieves the best resilience and proximity performance of DHTs”. Although
in terms of our analytical framework, we do not fully agree with Gummadi et al. on the
conclusion that ring graphs are the best static DHT topologies, we agree that an hamil-
tonian cycle should exist in static DHT topologies in order to ease the dynamic DHT
algorithm design. From the static DHT topology perspective, all aforementioned DHTs
are hamiltonian except for Pastry/Tapestry (Plaxton trees), which, however, maintain a
ring structure through their dynamic DHT algorithm.

4 Discussion and Related Work

Some desirable DHT system features are inconsistent with each other, which means
that tradeoffs must be considered when deciding on a static DHT topology. As a general
conclusion, we have shown that Cayley DHTSs have clear advantages over non—-Cayley
DHT designs, naturally supporting desirable DHT features such as communication load
balancing and fault tolerance.

Cayley DHTSs cover both non-constant degree DHTs and constant degree ones, so in
each case we can start from Cayley graphs as underlying topology for DHT design.



Constant-degree Cayley graphs have the main advantage that their “maintainability”
(regarding leaving / failing nodes) is independent of the size of the network. In a dy-
namic P2P environment, maintainability of nodes might be preferrable to other desir-
able DHT system features such as communication load balancing and fault tolerance,
since the loss of other DHT system features can often be compensated through some
additional techniques in the dynamic DHT algorithm design, whereas maintainability
is almost uniquely determined by the static DHT topology.

When designing constant degree Cayley DHTS, cube connected cycles are an especially
promising family of static DHT topologies in terms of our analytical framework, taking
into account the simplicity they enable for dynamic DHT algorithm design in compar-
ison to for example butterfly graphs. This conclusion can be extended to a generalized
type of constant degree Cayley graphs: Cayley Graph Connected Cycles (CGCC), as
we have discussed in Section 2.3. We therefore expect that different variants of CGCC
will heavily influence the design mainstream for future constant degree Cayley DHTS.

Looking at non-constant degree Cayley DHTS, the most promising family are hyper-
cubes, as they achieve all desirable DHT system features except for the constant degree
property. This conclusion can be extended to k-ary n-cube, which can be regarded as
a generalization of the d-dimensional hypercube by taking & = 2. Formally, the k-ary
d-cubes can be defined as in [22]:

Consider the group I" := (Z{,+), where V := Z{ denotes the set of all words of
length d over the alphabet Z;, and where + is the componentwise addition mod k. Let
S be the set of all (k — 1) - d words in V' which have exactly one entry 1 and all others
entries being 0. The graph H := G((Z,+),S) is the k-ary d-cube. By definition,
k-ary n-cubes are Cayley graphs. They can be defined recursively as well: Denoting by
C', the cycle of length &, we see that H} is isomorphic to Cy, and H is isomorphic to
H,‘j‘l x Cf for d > 1, which is in turn isomorphicto Cj, x --- x C} (d factors).

Most current Cayley DHTSs such as HyperCup, CAN, and Chord use static DHT topolo-
gies that are either k-ary d-cubes or isomorphic to k-ary d-cubes such as ring graphs,
tori, direct or undirected d-cubes [22]. Even for constant degree Cayley DHTS or non-
Cayley DHTSs, the static DHT topologies of Cycloid (cube-connected cycles) and Pas-
try/Tapestry (Plaxton trees) are closely associated with k-ary d-cubes. As we have
mentioned, Plaxton trees can be viewed as approximate hypercubes, whereas cube-
connected cycles can be viewed as a variant of hypercubes.

Gummadi et al. [5] investigate some commonly used static DHT topologies and explore
how these topologies affect static resilience and proximity routing by analyzing the flex-
ibility of different DHTS, i.e. the algorithmic freedom left after the static topologies has
been chosen. Manku’s [23] analysis starts from static DHT topologies, but then heavily
involves dynamic DHT algorithms. His classification for DHT systems (deterministic
and randomized) are certainly of value, but cannot serve as an analytical framework for
comparing static DHT topologies. Datar [24] provides an in-depth investigation to but-
terfly graphs and further proposes a new DHT system using multi-butterfles as the static
DHT topology. Castro et al. [25] make a comparative study of Pastry, taking Chord and
CAN as reference systems.



5 Conclusions

We have discussed DHT topologies in the framework of Cayley Graphs, which is one
of the most important group-theoretic models for the design of parallel interconnection
networks. Associating Cayley graphs with DHTs enables us to directly leverage the
research results for interconnection networks for the DHT design without the need of
starting from scratch. Cayley graphs explicitly support an algebraic design approach,
which allows us to start with an arbitrary finite group and construct symmetric DHTS
using that group as the algebraic model, concisely specifying a DHT topology by pro-
viding the appropriate group plus a set of generators. This algebraic design approach
also enables us to build new types of structured P2P networks in which data and nodes
do not necessarily need to be hashed in order to build content delivery overlay networks,
as discussed in [3, 26] for hypercube topologies. Such non-hashed, structured P2P net-
works allow us to apply semantic Web and database technologies for data organization
and query processing and implement expressive distributed information infrastructures
which are not implemented easily based on pure DHT designs.

Our analytical framework and its notion of Cayley DHTSs provides a unified view of
DHTs, which gives us excellent insight for designing and comparing DHT designs.
Identifying a DHT design as Cayley DHTs immediately allows us to infer all generic
properties for this design, and, through the correspondence of Cayley graph properties
to DHT system features, allows us to directly infer the generic DHT features imple-
mented by this design. Furthermore, we can investigate the various tradeoffs between
different DHT designs features and use them to guide the design of future DHTSs.

Casting and understanding static DHT topologies in a common framework is but the
first important step towards principled DHT design. In order to cover all features of a
particular design, we also have to explore the general design of dynamic DHT algo-
rithms which can in principle be used to emulate any Cayley graph based static DHT
topologies. Such dynamic DHT algorithms need not necessarily be bound to any indi-
vidual Cayley graph, instead they could be universally applicable to any Cayley graphs,
leveraging algebraic design methods in order to build arbitrary Cayley DHTs. Some of
these methods and design issues are currently investigated in more detail in our group.
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